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DEPARTMENT OF TRANSPORTATION provisions of the statute, the FAA has enforcement support training program
adopted rules requiring airport andthe s_stem for maintRinl,g records.

Federal Avi_don Administration operators, air carriers, indirect air The indirect air carrier security
carriers, and foreign air carriers to carry program covers security procedures for

14 CFR Parts 107, 108, 109, 129, 191 out various duties for civil aviation cargo that is accepted for transport on
[Docket No. 27965; Amendment Nee. 107- security. Title 14, _Code of Federal air carrier aircraft. In general, indirect
10,108--15, 109-3, 129--26, and 191-4] Regulations, part 107 [14 CFR part 107) air carriers are required to carry out

applies to certain airport operators. Part security procedures for handling cargo
• N 2120-AF49 108 (14 CFR part 108) governs certain that will be carried on air carrier

air carriers, aircraft.
Sensitive Security infommtion Part 109 (14 CFR part 109} applies to Foreign air carriers' security programs
AGENCY:Federal Aviation indirect air carriers such as freight provide security procedures for foreign
Administration (FAA), DOT. forwarders, who engage indirectly in air air carriers while operating to and from

transportation of property. Part 129 (14 the United States, which is a
ACTION:Final rule. CFR part 129} applies to the operation counterpart to the procedures required

SUMMARY:This final rule strengthens the of foreign air carriers within the United under part 108.
existing rules protecting sensitive States. Security programs of individual
security information from unauthorized Parts 107, 108, 109, and 129 contain companies are based largely on standard
disclosure. Part 191 is expanded to general requirements for promoting civil security programs and amendments
apply to air carriers, airport operators, aviation security. Each airport operator, developed by the FAA and industry. As
indirect air carriers, foreign air carriers, air carrier, indirect air carrier, and new threats are identified and improved
and individuals, and specifies in more foreign air carrier covered by these parts countermeasures developed, the FAA
detail what sensitive security also has a security program that is develops standard means to respond to
information they must protect. Part 191 approved or accepted by the the threats and improve security.
continues to describe what information Administrator, contAinlng information Other sources of information and

that specifies how airport operators and countermeasures are contained in the
is protected from disclosure by the FAA, air carriers perform their regulatory and Security Directives and Informationand describes in more detail that

information. This final rule also chRnges statutory responsibilities. These security Circulars, described in § 108.18. These
part 107,108, 109, and 129 to programs are available only to persons sources address threats to civil aviation
correspond with changes it makes to with the need-to-know, as described security as well as responsive
part 1991. This action is necessary to more fully below, countermeasures to those threats.
counter the increased sophistication of Each air carrier's security program is Additionally, these sources provide

a comprehensive document that details sensitive information concerning
those who pose a threat to civil aviation the Rdl range of security procedures and various security devices, such as metal
and their ability to develop techniques countermeasures that air carriers are detectors and X-rey machines.to subvert current security measures. required to 15erform under 14 CFR 108.5.
The intended effect of this action is to This program includes procedures for: The Need to Protect Security
prevent undue disclosure of information (1) Screening of passengers, carry_on Information
that could compromise public safety if " baggage, checked baggage, and cargo; (2) The notice of proposed rulemaking
it falls into the wrong hands, while using screening devices (such as X-ray contained a history of how the threat to
being mindful of the public's legitimate systems and metal detectors); (3) civil aviation has increased over the
fight to know and interest in aviation controlling access to aircraft and air years. The FAA monitors potential
information, carrier facilities; (4) reporting and threats to civil aviation. Terrorist pose
DATES:This rule is effective April 21, raspondin_ to bomb threats, hiiackings, an increasingly sophisticated threat to
1997. FAA will comply with the and weapons discovered during civil aviation. This has led the FAA to
provisions of this rule on March 21, screening; (5) reporting and protecting reevaluate the release of security
1997. bomb threat information; (6) identifying information to the public, particularly
FORFUFWHERINFORMAllONCONTACT: special procedures required at airports in response to requests under the FOIA.
Robert S. Cammardto, Office of Civil with special security needs; and (7) This information has been termed
Aviation Security Division, ACP-100, tlmining and testing standards for - sensitive security information (SSI).
Office of Civil Aviation Security Policy crewmembers and security personnel. It is important to keep details of
and PlAnning, Federal Aviation The airport security program is a . security measures and FAA evaluations
Administration, 800 Independence comprehensive document that details of security out of the public domain
Avenue, SW., Washington, DC 20591; the full range of security procedures and where terrorists could read them. If the
telephone {202) 267-7723. countermeasures that airport operators information identified in this rule were

are required to perform under 14 CFR publicly available, it could reveal
SUPPLEMENTARYINFORMATION: 107.3. Most programs include: (1) potential weaknesses in the cmTent

Background Descriptions of the air operations area security system. ,
(AOA), each area on or adjacent to the The FAA is mindful of the public s

The Security Regulatory Scheme airport that affect the security of the legitimate interest in how the FAA
The FAA is required to prescribe AOA, and air carriers exclusive areas; operates and how it regulates the

rules, as needed, to protect persons and (2) procedures to control access to the aviation industry, as well as how the
property oil aircraft against acts of AOA; (3) alternate security procedures industry is carrying out its duties. The ,
criminal violence and aircraft piracy, for use in emergency and other unusual FAA has a corresponding responsibility
and to prescribe rules for screening conditions; and {4} law enforcement to prevent undue disclosure of
passengers and property for dangerous support trvining and record information that could compromise
weapons, explosives, and destructive maintenance programs in furtherance of public safety if it falls into the wrong
substances, See, 49 U.S.C. 44901 part 107. Programs for some airports hands. The rule has been carefully
through 44904. To carry out the include a description of the law considered and covers only information
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that could reasonably be anticipated to Part 191 states when the FAA will The same two commenters also share
be damaging to the security of the withhold certain requested information the view that the FAA should limit the
traveling public if given to unauthorized from public disclosure, such as when geographic scope of airport security
persons, requested under the Freedom of programs solely to that area where
Securityprogramsareabsolutely InformationAct {FOIA){5U.S.C.552), scheduledcarriersoperate.These

essentialmechanisms throughwhich inlitigation,orinrulemaking.Part191 commenters arguethatthisgeographic
theFAA regulatestheaircarriers'and currentlyappliesonlytothe FAA, and limitationwould remove general
airports'detailedobligationswith does not specifyallofthesourcesofSSI aviationoperationsfrom theAir
respecttoensuringcivilaviation thatshouldbecovered. OperationsArea {AOA), reducingthe
security.Much oftheeffectivenessof Civilaviationsecurityinformation number ofindividualswith a "need-to-
theprograms depends on strictly protectedunder theFederalAviation know" and therebyreducingthe
limitingaccesstosuch informationto Regulationsisdifferentfrom Classified potentialforthereleaseofSSI.
those persons who have a need-to-know. National Security Information governed The FAA Finds that the scope of the
Unauthorized disclosure of the specific by Executive Order 12598 and related airport security program would be more
provisions of the air carrier and airport orders, statutes, and rules. The appropriately addressed in Part 107. If
security programs or other aviation Executive Order provides for classifying needed, airport operators may contact
security information would allow information as Top Secret, Secret, and their cognizant FAA security office for
potential attackers of civil aviation to Confidential, and covers a wide range of a re-evaluation of the geographic areas
devise methods to circumvent or information affecting the national in which security measures are applied.

otherwise defeat the security provisions, security. All persons with access to such Six commenters request the addition
It would also discount the deterrent information must have an appropriate of language to proposed § 191.5 (a) or (d}
effect inherently provided in prohibiting security clearance, and there may be a to make clear that, if an air carrier o3
disclosure of security measures that may criminal penalty for misuse of the airport operator has established a
or may not be in place, information. While there is some reasonable procedure for the control of

"classified" civil aviation security sensitive information and has not been
There are sophisticated criminal information, part 191 is not directed to negligent in monitoring compliance

elements who actively seek information the handling of classified information, with this procedure, the air carrier or
on what seemingly are minor security

Indeed, part 191 is needed because the airport operator would not be held to a
points, with a view to accumulating a SSI is not National Security Information standard of strict liability for disclosures
larger picture of the entire security and therefore is not subject to the made by individuals.
program. Therefore, it is imperative that controls that apply to such information. Currently § 108.7{c){4) requires each
the entire security program be protected. This final rtfl_ improves the air carrier to "restrict the availability of
Similarly, it is critical to protect the protection of SSI by amending parts " information contained in the security
information contained in Security 107, 108, 109, 129, and I91 as described program to those persons with an
Directives and Information Circulars. more fully later in the document, operational need-to-know * * *"
These documents contain detailed Current § 107.3(e} requires in part that
information on threats that the FAA has Discussion of Comments each airport operator "restrict the
identified, and the measures to counter The FAA published Notice of distribution, disclosure, and availability
those threats. The unauthorized release Proposed Rulemaking No. 94-32 on of information contained in the security
of that information could compromise December 6, 1994 (59 FR 62956}. In program to those persons with an
those countermeasures. In addition, response to Notice No. 94-32, 17 operational need-to-know * * *"
particular information regarding FAA comments were received from a total of Proposed § 191.5(a} would impose
approved security devices, such as 18 commenters, 2 commenters having similar duties on airport operators and
metal detectors, should also be jointly submitted I comment, air carriers, stating that they must
protected to the extent.possible. Five commenters state that the "restrict disclosure of and access to

Current Protection of Security proposed language in proposed sensitive security information to
Information §191.5{a} on the release of SSI is too personswithaneed-to-know,* * *"

broad. Of these, two commenters ask the The FAA is not aware that any instance
Currently, the FAA, airport operators,: FAA to limit this language by |inkirig in which an air carrier or airport

air carriers, indirect air carriers, and the enforcement of SSI unauthorized operator allegedly has been held to an
foreign air carriers are required to releases to significant compromises of unduly strict standard for compliance
restrict the availability of information security or those that result in an actual with the current rules. Accordingly, no
contained in security programs to those security incident, change is needed to the proposal.
with a need-to-know, and to refer The FAA believes the suggested Two commenters indicate that, when
requests for such information by other language would weaken the rule. The the FAA releases a Security Directive to
persons to the FAA. These requirements FAA should not have to wait to see if the air carriers, the air carriers' principal
are in §§ 107.3{e}, 108.7{c) {4} and (5}, the improperly released or means of dissemination to the affected
109.3{c}, and foreign air carrier security compromised information is actually locations throughout the world are via
programs. In addition, § 108.18(d) misused before taking action against the facsimile, teletype, and electronic mail
specifically requires both air carriers person{s} who released it. On the messages. The commenters indicate that
and individuals to restrict the contrary, one purpose of the rule is to remote facsimile machines, high speed
availability of Security Directives and have more clear and consistent guidance printers, and computers often are not
Information Circulars, and the as to what must be protected. In every located in secured areas and operate on
information contained therein, to case in which the FAA considers what a 24-hour schedule due to differences in
persons with a need-to-know. However, enforcement action to take in response time zones. The commenters state that,
individuals who work for or perform to a violation, however, the FAA unlike certain government agencies that
activities in support of the air carriers considers all factors, including the routinely handle SSI, there are very few
are not required to protect other security potential or actual adverse impact on air carrier employees, and even fewer
information, safety or security. . contract workers, who hold a
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Department of Defense (DOD)-approved directly supervise security activities. When a contractor needs the procedures
SECRET clearance. Nonetheless, the Five commenters indicate that the for ID applications and employment
commenters say they do support the carriers may be required to inform checks in order to comply with FAA
premise that individuals should be parties other than those with a need-to- rules and the airport security program,
penalized if they have acted know of certain security requirements or the contractor has a "need-to-know"
imprudently or knowingly disregarded procedures. Such parties may include within the meaning of the rule. Such
the instructions of their employers. The travel agents, passengers, contractors, releases of information must be limited
commenters state that even with the and internal personnel who develop only to the information needed to
clearest of instructions regarding the procedures to ensure effective comply.
protection of the information, it is passenger, cargo, and baggage One commeutar states *,hat, in most
unreasonable to expect sir carriers to be processing for the air carrier, international locations, sir carriers do
totally responsible for the actions of a The FAA believes that the definition not provide their own security.
large number of individuals, of"need-to-know" as proposed would According to this commenter, the
As noted earlier in this document, the have provided for dissemination of security st international locations comes
air carriers' responsibility under the rule information to travel agents, passengers, in the form of assistance provided by
will be similar to their responsibilities contractors, and internal personnel, the host government. This commenter
under the current rule, and air carriers when such dissemination is necessary states that, in order to carry out some of
that are in compliance now need not to carry out security duties. The FAA the FAA-mandsted security directives,
change theirprocedures, agrees, however, that the proposed some portion of those directives must be

SSIis not Classified National Security definition could have been read as more disclosed to the host government. In this
Information, and no Secret clearance limiting than intended, as to some commenter's opinion, the proposed
issued by the Federal government is persons. Various high level officials draft acknowledges that the foreign
required to gain access to it. The FAA must be apprised of the information, government has a need-to-know in the
realizes that certain employees will even though they may not personally case of a foreign air carrier, but not
have access to SSI simply because they carry out the security requirements, necessarily in connection with the
must retrieve the information from Further, persons who represent the air overseas operation of a U.S. air carrier.
facsimile machlnes and the like, carriers and airport operators, such as The FAA finds that the foreign
although they do not have responsibility attorneys and industry associations, government would also meet the need-
to carry out the security program. All may have a need-to-know, in order to be to-know requirement in connection with
such employees, however, are able to represent their clients. In order the overseas operations of a U.S. air
responsible for protecting the to avoid misunderstanding, the FAA is carrier. Procedures have already been
information from unauthorized clarifying the definition of need-to- established through FAA liaison
disclosure, know in § 191.5Cb) to read as follows: A personnel and the State Department to

Three commenters ask how agencies person has a need-to-know sensitive communicate necessary security
or persons, included within the scope of security information when the information.
the proposed regulation, should respond information is necessary to carry out Two commenters state that many
to Freedom of Information Act (FOIA) or FAA-_pproved or directed aviation airport operators must supply monthly
Open Records Act (eRA) requests for security duties; when the information is 'confiscated weapons reports or incident
unclassified security information, in the necessary to supervise or otherwise reports to other official bodies,
event the proposed regulation is manage the individuals carrying out sometimes for the purpose of
promulgated as written., such duties; to advise the airport prosecution at the local level. Another

The requirement to make records operator, air carrier, indirect sir carrier, commenter notes that, local law
available under the FOIA does not apply or foreign air carrier regarding the enforcement or legislative requirements
to matters that are specifically exempted specific requirements of any FAA may require disclosure of certain
from disclosure by statute (5 U.S.C. security related requirements; or to security information to persons
552{b)(3)). Under 49 U.S.C. 40119, the represent the airport operator, air otherwise without a "need-to-know" as
information described in the rule is carrier, indirect air carrier, or foreign air part of normal reporting requirements.
exempt by statute from disclosure, carrier, or person receiving information This commenter requests coordination
When the FAA receives requests under under § 191.3(d) in connection with any among industry and FAA personnel
FOIA for SSI, the FAA will deny the judicial or administrative proceeding before the FAA designates information
information in accordance with § 191.3. regarding those requirements. For some as "sensitive."
As to requests for information under specific information, the Administrator It appears that most confiscated
state and local freedom of information may specify which persons, or classes of weapons reports would not be SSI, if the
acts or open records acts, § 191.5(a) persons, have a need-to-know, airport operator is releasing the report.
provides that requests for SSI be Three commenters indicate that Section 191.7{h) makes such
referred to the Administrator. The FAA contractors who are bidding on a job information SSI only as to release by the
works with the airports and air carriers inside the security identification display FAA. As to the release of other
to determine what records or portions of area (SIDA) need to know that the information to law enforcement
records should remain undisclosed, and procedures are f0rlD applications and officials, or in response to other
what may be released, employment history checks in order to legislative requirements, the airport

Ten commenters state that the price their bids correctly. One of these operator should contact the FAA to
proposed regulation restricts, too commenters states that "each person discuss specific needs. Some of the
severely, the disclosure of SSI. Three of issued an airport identification badge information the commenter is
these commenters object that the has a need to know certain details of the concerned about may not be SSI under
proposed language may prohibit Airport Security Program." the rule. As to information that is SSI,
disclosure of security information to a The definition of "need-to-know" in the FAA may approve release to specific
carrier president, outside counsel, § 191.5Co) includes the need for the states and local officials with
consultant, or management personnel information to carry out FAA approved appropriate safeguards to prevent its
who do not personally perform or or directed aviation security duties, dissemination to unauthorized persons.
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One commenter indicates that, if responsibilities under the current rules, descriptions found in airport security
sensitive information concerns a Procedures that are appropriate under plans are SSI, whether information that
specific airport, persons having a need- the current rules should be continued, is readily available elsewhere become
to-know should include, at a minimum, and a similar level of protection should SSI by being included in an airport
the designated Airport Security be used for other SSI. security plan, whether partial
Coordinator(s). This commenter also It is not possible to list changes to disclosures of information contained in
states that Coordinators should have the security procedures that might be an airport security plan might violate
authority to disseminate such required after an unauthorized release of the proposed regulation, and if so, _hat
information themselves on a need-to- those procedures. It would depend on the threshold of violation by partial
know basis among parties at the airport what information was released, the disclosure might be.
or witbln the same airport authority, apparent security risk resulting from the Informaiton that is not in the security

The FAA agrees with the commenter release, and what other measures might plan or otherwise listed in § 191.7 is not
to the extent that the need-to-know be considered appropriate alternatives SSI under this rule. Because the airport
re_mrements apply, to those that were comprbmised. In boundary descriptions are readily

e commenter states that the addition, the FAA might consider available elsewhere, they can be

proposed disclosure limitations may requiring changes to the way SSI was released in the form that is available
preclude carriers from seeking handled or disseminated, flit was elsewhere without violating the new
assistance form government agencies or discovered that the air carrier or airport rule ....
other law enforcement authorities when operator had inadequate procedures. These commenters also suggest that
faced with unusual security situations The types of possible action the FAA the FAA reconsider the necessity of
or threats, might take in response to a violation are designating all threat information as

It appears that, if the air carrier is set forth in the statute and FAA Order sensitive. According to these
seeking assistance to respond to security 2150.3A, compliance and Enforcement commenters, it would be more efficient
situations or threats, there is a need-to- Program. These include such actions as to draw a distinction between
know within the meRniug of the rule. Of counseling, corrective action, civil information regarding general trends in
course, the agency or authority should penalties, and certificate action {such as terrorist technology and possible
be informed of the nature of the suspension or revocation of a responses, which is largely in the public
information and the need to not release certificate}. In appropriate cases, the domain and should not be subjected to
it to unauthorized persons. FAA may refer a matter to proper extensive disclosure protection, and

One commenter asks that proposed authorities for criminal prosecution, known, spe_:ific threats.
§ 191.5(c) be modified to include Two commenters request It is not clear to which portion of the
whistle-blower protection for the entity modification of proposed § 191.7 to list, rule the commenters are objecting. New
that advises the FAA that a breach of as completely as possible, the specific § 191.7(i) (proposed as § 191.7(h)(1))
security has occurred. This commenter categories of information which fall makes threat information SSI only as to
observes that, "without a safeguard, within the meRnln_ of the phrase SSI. release by the FAA, which means that
there will be a tendency for parties These commenters state that such a list the FAA may decline to release the
* * * not to advise the FAA {that a should include trAinin$ programs and information. That section does not
breach of security has occurred) in the records of practice exercise as a require the airport operator or air carrier
hope that they would not be caught category, to protect the information. Airport
* * * " The entire traiuing program of an air operators and air carriers are required to

The primary purpose of § 191.5(c) is carrier is not normally SSI. However, protect threat information that may be a
to permit the FAA to evaluate the the program contRins SSI, such as part of security program amendments,
release of information end determine specifications of test objects and Security Directives, and Information
whether there is a need to act to mitigate security devices, and sensitive Circulars, because they are protected
any vulnerability the release might have procedures. Under § 191.7, the portions under § 191.7 {a) and {b). It should also
caused, The fact that a person self- of the training programs containing SSI be noted that general trends in terrorist
discloses a failure to comply with the must be protected, but the rest is not technology end possible responses often
rule is given significant weight in subject to this rule. is non-public, and may even be
determining What, if any, action should Similarly, training records are not Classified National Security
be taken as to that person. In the end, normally considered SSI in themselves, Information.
the choice of action involves the because they normally do not contain Two commenters state that the FAA
exercise of prosecutorial discretion, end SSI. They may simply indicate the dates cost/benefit analysis is not correct. Of
will be considered in the context of that the screeners completed their these, one commenter states that
policies involving enforcement in traiuiug, for instance. Such records are evidence does not exist to support the
general, a general means by which the FAA FAA's portrayal of the terrorist threat to

Four commenters ask for modification monitors industry compliance with civil aviation, as found in the section of
of proposed § 191.5(d} to specify the specific requirements, end therefore the NTRM rifled "The Need To Protect
FAA's criteri a for adequate restriction of would not require protection in Security Information." "
access to, or disclosure of, sensitive accordance with § 191.7. However, there The FAA disagrees with this
information; to clarify what changes are occasions when information related commenter. The information reflected
might be recommended by the FAA to to "sensitive activities," such as in the "Need To Protect Security
security procedures; and to state the practical exercise, which falls under the Information"_section of the NPRM is
actions that may be included in the purview of )191.7(d), is included in based_on a complete analysis of the best
phrase "other enforcement or corrective training records. Under these threat information available.
action," including potential criminal circumstances, these particular braining The other commenter in this group
prosecution, records would be subject to part'191 states that, if, the propoSed regulation is

As noted previously, the air carriers' controls, adopted, the air carriers will have to
and airport operators' responsibilities These two commenters also ask inform their employees of the new
under the new rule are similar to their whether the airport boundary regulations and will also have to design
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a more sophisticated tracking system in meets certain conditions. This section is information under these paragraphs
order to trace the dissemination of a major basis for the current rules in requires a careful evaluation of the need
security information. Dollars will have part 191 on withholding information to provide the highest level of security
to be spent to secure information in from unauthorized disclosure, to the traveling public by preventing SSI
safes, locked rooms, and to purchase In 1990, section 316{d}(2) was from falling into the wrong hands,
shredders and conduct audits. The amended to provide that the balanced by an awareness of the
commenters state that thereisthe Administrator shall adopt rules to public's strong interest in obtaining
potential cost to the carriers to prohibit disclosure of "any information information about security in sir
investigate and respond to FAA obtained in the conduct of security or transportation. These decisions requi_
allegations of noncompliance, which research and development activities, a careful evaluation of security threats
more often than not results in a civil * * *" Section 9121 of the Aviation as well as important policies of the
penalty. Safety and Capacity Expansion Actof agency. Therefore, this rule requires that

Again, the air carriers' and airport 1990 (Pub. L. 101-508} {emphasis such decisions be made by high policy-
operators' responsibilities under the added}. In 1994 this section was level officials, and not below the
new rules are similar to their recodified, and now appears at 49 Assistant Administrator and Deputy
responsibilities under the current rules. U.S.C. 40119. This final rule amends Assistant Administrator level. The
Procedures that are appropriate under § 191.1(a}, to protect information Assistant Administrator is responsible
the current rules should be continued, obtained during the course of specified for carrying out the agency's civil
and a similar level of protection should security activities. This final rule also aviation security program, and reports
be used for all designated SSI. removes from the title of pert 191 directly to the Administrator.

One cnmmenter indicates that the reference to the 1974 ACt, to avoid any Section 191.3 continues to state
FAA has underestimated the proposed implication that it is the only source of generally that the FAA withholds
regulation's constitutional implications statutory authority for the part. certain information, but has been
for restriction of freedom of speech. Section 191.1(b)now defines clarified to state that part 191 applies,

The commenter does not provide an "record," in part, as "documentary" notwithstavdin_ FOIA and other
AnRlysis as to how the Constitution material. This final rule removes the disclosure statutes. For example, the
protections of freedom of speech are word "documentary." It addresses all FAA may adopt certain security rules
violated. The FAA considers that methods of preserving information, affecting air carriers and airports
restrictingdisseminationofthe includingcomputer records.This would withoutdisclosingtherulesto
informationdescribedintheruleis avoidany misunderstandingover unauthorizedparsons.Additionally,

necessary to protect the traveling public whether such records were this rule will move the provisions that
from persons who would seek to "documentary." describe the circumstances under which
commit acts of criminal violence or Part 191 now refers to the "Director of the FAA prohibits disclosure of
aircraft piracy. The FAA has attempted Civil Aviation Security" as the official information from § 191.5 to § 191.3(b).
to include as little information as is who makes the determlnAtion on behalf New § 191.3(d} is added to clarify
reasonably necessary to adequately of the Administrator to withhold how SSI is handled during enforcement
protect the public, information. Under internal FAA actions. When the FAA initiates legal

reorganization, the current title of this enforcement action in a matter
The Rule As Adopted position is Associate Administrator for involving security, if the alleged violator

Civil Aviation Security, however, 49 or his designated representative so
Part 191 U.S.C. 44932 refers to this official as requests, the Chief Counsel, or designee,

Part 191 sets forth the rules that allow Assistant Admini_ator for Civil may provide copies of portions of the
the FAA to withhold information from Aviation Security. Therefore, pert 191, enforcement investigative report (FAR},
public disclosure. This final rule as adopted, used the title "Assistant including SSI. This information may be
amends and reorganizes part 191 as Administrator for Civil Aviation released only to the alleged violator or
follows: Security." In addition, the Deputy designated represenUitive for the sole

Section 191.1 is expanded to apply Assistant Administrator for CiVil purpose of providing the information
not only to the FAA, but also to air Aviation Security (currently called the necessary to prepare a response to the
carriers, airport operators, indirect air Deputy Associate Administrator for allegations contained in the legal
carriers, foreign air carriers, and Civil Aviation Security) and any enforcement action document. Such
individuals. As discussed later in this individual formally designated to act in information is not released under the
document, parts 107, 108, 109, and 129 the capacity of the Assistant FOIA.
still would contain some requirements Administrator or the Deputy, now has Whenever such documents are
regarding the protection of information, the authority to make such provided to an alleged violator or
but part 191 would be the primary rule determinations, designated representative, the Chief
for withholding information from For decisions involving information Counsel or designee advises the alleged
unauthorized disclosure, and records described in § 191.7 {a} violator or designated representative

Section 191.1{a} is amended to through {g), and related documents in that: (a} The documents are provided for
conform to the current statute. In 1976, (lJ, § 191.1(c} permits delegation below the sole purpose of providing the
the FAA promulgated part 191 to the Assistant Administrator level. The information necessary to respond to the
implement the Air Transportation Act of information that is described in § 191.7 allegations contained in the legal
1974,PublicLaw 93-366.Section (a)through(g)iswell-defined,and enforcementactiondocument; and Co}
316(d){2}oftheFederalAviationAct of decisionson releaseorwithholdingof SSI containedinthedocuments
1958, as amended, provided, in part, the information involves relatively provided must be maintained in a
that the ,Administrator shall prescribe objective judgments, confidential manner to prevent
regulations to "prohibit disclosure of Section 191.7 {h}, (i), (j), [k), and compromising civil aviation security.
any information obtained or developed related documents described in (1), Section 191.5, as adopted, contains
in the conduct of research and require more subjective judgments. A the requirements that apply to persons
development activities" if the disclosure decision to release or withhold other than the FAA. Such persons
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include air carriers, airport operators, persons, or classes of persons, have a must determine whether security will be
indirect air carriers, foreign air carriers, need-to-know, better served by maintaining the
and persons who receive SSI in Section 191.5(c) requires that, if confidentiality of the information, or to
connection with enforcement actions, sensitive security information is release some portions of it to help
and individuals employed by, or released to unauthorized persons, the achieve compliance with the security
contracted by, air carriers, airport FAA must be notified. This will permit standards.
operators, indirect air carriers, foreign the FAA to evaluate the risk presented The introductory text of § 191.7 also
air carriers, and persons who receive by the release of the information, and to refers to "records containing such
SSI in enforcement actions. This section take whatever action may be needed to information" as being SSI. This would
is intended to be very inclusive, mitigate that risk. include, for instance, interpretations

A difficult aspect of protecting SSI is Section 191.5(d) alerts persons that that contain information on the contents
that a large number of persons must be violations may result in a civil penalty of security programs and other SSI.
aware of at least portions of the or other action by the FAA. The FAA Section 191.7(a) retains the current
information in order to carry out their may take a broad range of enforcemant requirements to protect any approved or
duties including pilots, flight action for violation of the regulations, standard security program for an air
attendants, ticket agents, screeners, The FAA anticipates that civil penalty carrier, indirect air carrier, airport
baggage handlers, and law enforcement action will be considered for a violation operator, or foreign air carrier. It also is
officers. Frequently, some of these of part 191, as it is for violations of parts clarified to protect any security program
people are not direct employees of the 107 and 108. However, the FAA may that relates to United States mail to be
air carrier or airport operator, but they seek enforcement action deemed transported by air (including that of the
do carry out duties for, or on behalf of, appropriate based on individual United States Postal Service and of the
the air carrier or airport operator. For circumstances of the case. Further, the Department of Defense). This rule
example, in many cases, screeners and FAA may take action to mitigate or expands this provision to include any
law enforcement officers are not directly correct the risk posed by the violation, comments, instructions, or
employed by air carriers or airport Such actions may include requiring air implementing guidance pertaining to
operators, but do have important carriers or airport operators to change these security programs. Generally,
security responsibilities to carry out. their procedures for protecting security these materials reveal some or all of the
This section is intended to cover all information, or change the security sensitive information and must be
such persons who have access to SSI. It procedures in place that may have been protected the same as the security
should be emphasized, however, that compromised by unauthorized release programs themselves.
airports and air carriers will continue to of the information. , Section 191.7(b) is revised to include
have the responsibility they now have to New § 191,7 describes information any comments, instructions, or
protect SSI. If SSI is released to that is protected from public disclosure, implementing guidance pertaining to
unauthorized persons, depending upon Some of this information is now Security Directives and Information"
the circumstances, the FAA may hold specifically described in current § 191.3, Circulars.
the airport or air carrier, as well as the and the rest the FAA now withholds New § 191.7(c) lists any profile used
individual accountable, based on findings under current § 191.5, in any security screening process,

Section 191.5(a) states the general in that disclosure of this information including persons, baggage, or cargo.
requirement that disclosure of, and would be detrimental to the safety of Hijacker and baggage screening profiles
access to, SSI shall be restricted to persons traveling in air transportation or were previously addressed in current
persons with a need-to-know. Section intrastate air transportation. These § 191.3(b) {1) and {2). This rule now
191.5(b) defines need-to-knoWas when findings are set forth in written denials makes those profiles general to cover
the information is necessary to carry out of FOLA requests for such information, screening persons, because there are
FAA-approved or directed aviation and in declarations submitted to judges systems in place to protect against
security duties; when the information is to seek protection of information in terrorists and others who might seek to
necessary to supervise or otherwise litigation cases. To better inform the commit criminal violence, not just
manage the individuals directly carrying public of the information prohibited hijackers. This rule addresses cargo
out such duties; to advise the airport from unauthorized release, this rule profiles because, like baggage, cargo is a
operator, air carrier, indirect air carrier, •adds this information to new § 191.7. potential tool for criminal violence that
or foreign air carrier regarding the The introductory text of § 191.74 the security rules cover.
specific requirements of any FAA provides that the specified information Section 191.7(d} includes any security
security related requirements; or to is SSI, "except as otherwise provided in contingency plan or information and
represent the airport operator, air writing by the Administrator." This any comments, instructions, or
carrier, indirect air carrier, or foreign air exception serves two functions. First, implementing guidance pertaining
carrier, or person receiving information some SSI contains information that is thereto. These plans, when adopted,
under §191.3(d) in connection with any released to the public, and the FAA may become part of the security program and
judicial or administrative proceeding issue press releases and otherwise make are already covered by rules governing
regarding those requirements, this information available. Air carriers security programs; however, they are

In most cases, the air carrier or airport and others would not be expected to included in § 191.7 for emphasis.
operator has the discretion to decide protect those details. This rule deletes the provisions
who in its organization has a need to Second, the Administrator may currently in current § 191.3(b)(6),
know SSI. There are times, however, release some other SSI to help achieve pertaining to the technical
when information is so sensitive that compliance with the security specifications for devices for protection
extra measures should be taken to requirements. In rare circumstances the against, or detection of, cargo theft.
protect that information from release to FAA has released summary information Suchdevices are not directly used to
those without a need-to-know.'The rule regarding air carriers' failures to fully meet the requirements for civil aviation
would, therefore, provide that for some carry out their security duties, which security under the FAA regulations.
specific information the Administrator assisted in bringing them into Any devices that serve a dual function
may make a finding that only specific compliance. In such cases, the FAA of protecting cargo and security are
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protected under other provisions in this the system, to make that information security measures not otherwise listed
section, less useful in identifying apparent in this section, such as information

Section 191'.7(e) covers the technical weaknesses, regarding Federal AirMarshals. Release
specifications of any device used for the Section 191.7Ca) as adopted provides of such information to unauthorized

detection of any "deadly or dangerous generally for withholding any persons could not only compromise
weapon, explosive, incendiary, or information that the Administrator has security, it could place Federal Air
destructive substance." It is essentially determined may reveal a systemic Marshals in danger.
the same as the current § 191.3CD){5) vulnerability of the aviation system or a Secton 191.7{k) includes any other
which used the words "explosive or vulnerability of aviation facilities to information that the Administrator
incendiary device or weapon," with the attack. This is defined to include certain determines should not be disclosed
addition of the phrase "destructive details of inspections, investigations, under the criteria in § 191.3Co). While
substance." That phrase is used in 49 and alleged violations and findings of we have attempted to anticipate all
U.S.C. 44902 in reference to searching violations of 14 CFR parts 107, 108, or sources of information that should be
persons and property to be carried 109, or §§ 129.25,129.26, or 129.27, and protected from unauthorized disclosure,
aboard aircraft, any information that could lead to the additional information may be

Section 191.7(f) addresses the disclosure of such details. For events discovered in the future. This section
descriptions of and technical that occurred less than 12 months before allows the Administrator to determine
specifications of objects used to test the date of the release of the whether that additional information
screening equipment and equipment information, the FAA will not release should or should not be considered as
parameters. Knowledge of this test the name of an airport where a violation SSI.

equipment and parameters could lead to occurred, the regional identifier in the Section 191.7(1) includes any draft,a plan to defeat those devices, case number, a description of the
Accordingly, details of such_devices violation, the regulation allegedly proposed, or recommended changes to
should be protected, violated, and the identity of the air SSI or records. The FAA frequently

Section 191.7{g) addresses the carrier in connection with specific issues proposed revisions for sensitive
security documents to air carriers and

technical specifications of any security locations or specific security airports operators and requests
communications equipment and procedures. The FAA may release
procedures. Knowledge of security ffl]rnrno.ries of an air carrier's total comments on the proposals. These
communication equipment and security violations in a specified time proposals CODtRinSSI that also should
procedures could lead to a plan to range without identifying specific be protected.
defeat those devices. Accordingly, violations. Summaries may include total Parts 107, 108, 109 and 129

details of such devices should be enforcement actions, total proposed This rule change also affects those
protected, civil penalty amounts, total assessed

Section 191.7(h) addresses release of civil penalty amounts, number of cases specific sections of parts 107, 108, 109,
certain information relating to violation opened, number of cases referred by and 129 which require airport operators,
of the security rules. Section 191.7(h) Civil Aviation Security to FAA counsel air carriers, indirect air carriers, and
applies only to the release of for legal enforcement action, and foreign air carriers to protect security
information by the FAA. There is less number of cases closed, information and direct requests for such
risk of harm from casual disclosure of ' For events that occurred 12 months or information to the administrator as
this information by individuals. The more before the date of the release of the required in part 191 ....
FAA, however, has information information, FAA will not release the All ch_ges to parts 107, 108, 109,
regarding the entire security system, specific gate or other location on an and 129 correspond to, and are
Release of significant amounts of such airport where the event occurred, redundant with, changes made to part
information by the FAA could permit In addition, the FAA will not release 191 because airport operators, air
someone to attempt to identify the identity of the FAA special agent carriers, and foreign air can-iers refer to
weaknesses in the system that might be who conducted the investigation or their specific parts of Title 14 CFR for
exploited, inspection, or security information or security requirements. Including a

The notice proposed in § 191.7(h)(2) data developed during FAA evaluations crees-reference to part 191 in parts 107,
to withhold the details of alleged of the air carriers and airports and the 108,109, and 129, alerts aiI'port
violations of part_ 107, 108, 109, or 129, implementation of the security operators and air carriers to the new .
including the airport name, the location progr_rn_ including air carrier and _ requirements, and makes it clear that
of the gate or access point; the air airport inspections and screening points part 191 is part of their security duties.

carrier, indirect air carrier, or foreign air tests or methods for evaluating such Paperwork Reduction Actcarrier, and any information that could tests.
reasonably lead to the disclosure of such Section 191.7(i) (proposed as In accordance with the Paperwork
details. After further consideration, the § 191.7(h)(1)) covers release by the FAA Reduction Act of 1995 (44 U.S.C.
FAA has determined that this proposed of information concerning threats 3507(d)), there are not requirements for
policy was more restrictive than against civil aviation. This paragraph information collection associated with
necessary. The rule as adopted makes a specifically applies only to release of this final rule.

distinction between information based information by the FAA_ However, International Compatibility
on the time since the incident occurred, threat information may also be
In the first 12 months, there is the contained in Security Directives, The FAA has reviewed corresponding
highest level of concern that Information Circulars, or other International Civil Aviation
information could be used to identify an documents that air carriers and others Organization international standards
apparent weakness that an unauthorized must protect under other provision of and recommended practices and Joint
person may seek to exploit. After 12 this section. Aviation Airworthlness Authorities
months, there has been sufficient Section 191.7(j) further clarifies that requirements and has identified no
passage of time, including an the FAA does not release, end others differences in these amendments and
opportunity to correct any deficiency in should not release, certain details of the foreign regulations.
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RegulatoryEvaluationSummary on strictlylimitingaccesstosensitive levelsofgovernment.Therefore,in
securityinformationtothosepersons accordancewith ExecutiveOrder 12612,

Benefitsand Costs who have a need toknow. Sophisticated itisdeterminedthatthisruledoesnot
Changes toFederalregulationsmust criminalelementsareactivelyseeking have sufficientfederalismimplications

undergo severaleconomic analyses, ways toobtaininformationregarding towarrantpreparationofa Federalism
First,ExecutiveOrder 12866 directsthat themethods and proceduresused by the Assessment.
each Federalagencyshallproposeor FAA, aircarriers,and airportstoguard
adopta regulationonlyupon a reasoned againstterroristactivities.The Conclusion

determinationthatthebenefitsofthe accumulationofseeminglyminor For the reasonsdiscussedabove,and

intendedregulationjustifyitscosts, securitydetailscan enablethecriminal based on thefindingsintheRegulatory
Second,the Regul&toryFlexibilityAct elementtopiecetogethera larger FlexibilityDeterminationand the
of1980 requiresagenciestoanalyzethe pictureoftheentiresecurityprogram. InternationalTrade Impact Statement,
economic effect of regulatory changes Therefore, it is Imperative that the entire the FAA certifies that this regulationon small entities. Third, the Office of

security program be protected, will not have a significant economic
Management and Budget directs The consequences of not protecting impact, positive or negative, on a
agencies to assess the effect of such information can be catastrophic, substantial number of small entities
regulatory changes on international Between 1982 and 1991, terrorist under the criteria of the Regulatory
trade. In conducting these analyses, the bombings of U.S. air carriers have Flexibility Act. This rule is not
FAA has determined that this rule is not resulted in 275 deaths and 24 injuries, considered a "significant regulatory
"a significant regulatory action" as while hijackings incidents have resulted action" _mfler Executive Order 12866

defined in the Executive Order and the in 24 deaths and 127 injuries, and is considered nonsignificant under
Department of Transportation Given the absence of cost and the Order DOT 2100.5, Policies and
Regulatory Policies and Procedures. potential benefits of avoided fatalities Procedures for Simplification, Analysis,
This rule will not have a significant and injuries, this final rule is cost and Review of Regulations. A regulatoryimpact on a substantial number of small beneficial.
entities and will not constitute a barrier evaluation of the rule, including a
to international trade. Regulatory Flexibility Determination Regulatory Flexibility Determination

A detailed discussion of costs and The Regulatory Flexibility Act of 1980 and international Trade Impact
benefits is contained in the full (RFA) was enacted by Congress to Analysis, has been placed in the docket.
evaluation in the docket for this Final ensure that small entities are not A copy may be obtained by contracting

rule. The costs and benefits associated -nnecesearily burdened by government the person identified under FORFOR_R
with this Final rule are summarized as regulations. The RFA requires agencies INFORMATIONCONTACT.
follows, to review rules that may have a List of Subjects

Air carriers and airports have security "significant economic impact on a
programs which are intended to protect substantial number of small entities." 34 CFB Part 107

the public from the threat of aircraft FAA Order 2100.14A, Regulatory Airports, Arms and munitions, Law
hijackingand othercriminalactivities FlexibilityCriteriaand Guidance, enforcementofficers,Reportingand
affectingairtransportation.The FAA establishesthresholdcostsand small recordkeepingrequirements,Security
proposestostrengthentherules entitysizestandardsforcomplying with measures.
protectingsecurity-relatedinformation RFA requirements.There isno cost
from being released to unauthorized associated with this rule; therefore, it 14 CFR Part 108
persons. The current rules fail to require does not have a significant economic
individuals to protect sensitive security impact on a substantial number of small Air carriers, Aircraft, Airmen,
information that is in their control, and entities. Airports, Arms and munitions,
specify all sensitive security Explosives, Law enforcement officers,
information that should be protected International Trade Impact Statement Reporting and recordkeeping
from public disclosure. In accordance with the Office of requirements, Security measures,

The unauthorized disclosure of any of Management and Budget memorandum X-rays;
the information contained in these dated March 1983, federal agencies 14 CFR Part 109
security programs can have a engaged in rulemaking activities are
detrimental effect on the ability to required to assess the effects of Air carriers, Aircraft, Freight
thwartterrorist and othercriminal regulatory changeson international forwarders,Securitymeasures.
activities. This final rule will amend trade. The FAA finds that this rule will

parts 107,108,109, and 129 to restrict not have an adverse impact on trade 14 CFR Part 129

the distribution, disclosure, and opportunities for either U.S. firms doing Air carriers, Aircraft, Aviation safety,
availability of specific sensitive security business overseas or foreign firms doing Reporting and recordkeeping
information, which will be defined in business in the United States. This rule requirements, Security measures,
part 191, to persons with a need-to- will impose no costs on both domestic Smoking.
know. and foreign air carriers, so neither

Because this fine rule will not be would have a trade advantage over the 14 CFR Part 191
included in the airport or the air carrier other.
security programs, and because there are Air transportation, Security measures.
no specific requirements for safes, Federallmm Implications The Amendment
locked files, or enhanced security This rule will not have a substantial
equipment, affected entities will not direct effect on the states, on the Accordingly, the Federal Aviation
incur any costs to implement these relationship between the national Administration amends parts 107,108,
proposed requirements, government and the states, or on the 109, 129, and 191 of Title 14, Code of

Much of the air carrier and airport distribution of power and Federal Regulations {14 CFR parts 107,
se .c.urity program effectiveness depends responsibilities among the various 108, 109, 129, and 191) as follows:
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PART 107--AIRPORT SECURITY (2) Refer requests for sensitive described in § 191.7 {a} through (g), and
security information by other persons to related documents described in (1), the

1. The authority citation for part 107 the Assistant Administrator for Civil authority may be further delegated. For
continues to read as follows: Aviation Security. matters involving the release or

Authority: 49 U.S.C. 106(g), 5103, 40113, withholding of information and records
40119, 44701-44702, 44706, 44901-44905, PART 129--OPERATIONS: FOREIGN containing information described in
44907, 44913-44914, 44932, 44935-44936, AIR CARRIERS AND FOREIGN § 191.7 Ca) through (k), and related
46105. OPERATORS OF U.S.-REGISTERED documents described in {]), the

2. Section 107.3 is amended by AIRCRAFT ENGAGED IN COMMON authority may not be further delegated.
revising paragraph {e) to read as follows: CARRIAGE

§ 191.3 Records and Informationwithheld
§ 107.3 Seourity program. 7. The authority citation for part 129 by the Federal Aviation Administration.

• * * • , continues to read as follows: (a) Except as provided in § 191.3 (c)
(e) Each airport operator shall-- Authority: 49 U.S.C. 106Cg),40104-40105, and (d), and notwithstanding 5 U.S.C.
(1) Restrict the distribution, 40113, 40119, 44701-44702, 44712, 44716- 552 or other laws, the records and

disclosure, and availability of sensitive 44717, 44722, 44901-44904, and 44906. information described in §§ 191.7 and
security information, as defined in part 8. Part 129 is amended by adding a 191.3CO) are not available for public
191 of this chapter, to persons w/th a new § 129.31 to read as follows: inspection or copying, nor is
need-to-know; and information contained in those records

(2) Refer requests for security § 1_.31 Airpla_ Imcurl_. released to the public.
sensitive information by other persons Each foreign air carrier required to {b) The Administrator prohibits
to the Assistant Administrator for Civil adopt and use a security program under disclosure of information developed in
Aviation Security. § 129.25CO} shall-- the conduct of security or research and

{a) Restrict the distribution, development activities under 49 U.S.C.
PART 108--AIRPLANE OPERATOR disclosure, and availability of sensitive 40119 if, in the opinion of the
SECURITY security information, as defined in part Administrator, the disclosure of such

31 The authority citation for part 108 191 of this chapter, to persons with a information would:
continues to read as follows: need-to-know; and (1} Constitute an unwarranted

Co)Refer requests for sensitive invasion of privacy (including, but not
Authority: 49 U.S.C. 106(g), 5103, 40113, seClLrity information by other persons to limited to, information contained in any40119, 44701-44702, 44705, 44901-44905, the Assistant Administrator for Civil

44907, 44913-44914, 44932, 44935--44936, - personnel, medical, or similar file);
46105. Aviation Security. (2) Reveal trade secrets or privileged

9. Part 191 is revised to read as or confidential information obtained
4. Section 108.7 is amended by follows:_

from any person; or
revising paragraphs (c}(4) and (c}(5) to {3) Be detrimental to the safety ofread as follows: PART 191--PROTECTION OF

persons traveling in air transportation.
§ 108.7 Seourity program:Form, content, SENSITIVE SECURITY INFORMATION (c} If a record contAin_inf0rmaf.ion
and availability, sec. that the Administrator determines •
• * * * * 191.1 Application and definitions, cRnnot be disclosed under this part, but

(c) * * * 191.3 Records and information withheld by also contains information that can be
(4) Restrict the distribution, the Federal Aviation Administration. disclosed, the latter information, on

disclosure, and availability of sensitive 191,5 Records and information protected by proper Freedom of Information Act
security information, as defined in part others, request, will be provided for public
191 of this chapter, to persons with a 191.7 Sensitive security information, inspection and copying.
need-to-know; and Authority: 49 U.S.C 106(g}, 5103, 40113, However, if it is impractical to redact

(5) Refer requests for sensitive 40119, 44701-44702, 44705--44706, 44901- the requested information from the
security information by other persons to 44907, 44913--44914, 44932, 44935-44936, document, the entire document will be

the Assistant Administrator for Civil 46105. w/thhald from lpublic disclosure.
Aviation Security. § 191.1 Applicability aM definitions. (d) After initiation of legal

{a) This part governs the release, by enforcement action, if the alleged
PART 109--4NDIRECT AIR CARRIER the Federal Aviation Administration violator or designated representative so
SECURITY and by other persons, of records and requests, the Chief Counsel, or designed,

5. The authority citation for part 109 information that has been obtained or may provide copies of portions of the
continues to read as follows: developed during security activities or enforcement investigative report (EIR},

Authority: 49 U.S.C. 106(g), 5103, 40113, research and development activities, including sensitive security
40119, 44701-44702, 44705, 44901-44905, Co)For purposes oTthis part, record information. This information may be
44907, 44913-44914, 44932, 44935-44936, includes any writing, drawing, map, released only to the alleged violator or
46105. tape, film, photograph, or other means designated representative for the sole

6. Section 109.3 is amended by by which information is preserved, purpose of providing the information
revising paragraph (c) to read as follows: (c) The authority of the Administrator necessary to prepare a response to the

under this part is also exercised by the allegations contained in the legal
§ 109.3 Secudtyprogram. Assistant Administrator for Civil enforcement actinn document. Such
• * * * * Aviation Security and the Deputy information isnot released under the

(c} Each indirect air carrier shall-- Assistant Administrator for Civil Freedom of Information Act. Whenever
(1} Restrict the distribution, Aviation Security, and any other such documents are provided to an

disclosure,and availabilityofsensitive individualformallydesignatedtoactin allegedviolatorordesignated
security information, as defined in part their capacity. For matters involving the representative, the Chief Counsel or
191 of this chapter, to persons with a release or withholding of information designee advises the alleged violator or
need-to-know; and and records containing information designed representative that--
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{1)The documents are provided for enforcement or corrective action by the where a violation occurred, the regional
the sole purpose of providing the FAA. identifier in the case number, a
information necessary to respond to the description of the violation, the
allegationscontainedinthelegal §191.7 SensitivesecurityInformation. regulationallegedlyviolated,andthe
enforcementactiondocument;and Exceptasotherwiseprovidedin identityoftheaircarrierinconnection

(2) Sensitive security information writing by the Administrator as with specific locations or specific
contained in the documents provided necessary in the interest of safety of security procedures. The FAA may
must be maintained in a confidential persons traveling in air transportation, release summaries of an air carrier's ..
manner to prevent compromising civil the following information and records total security violations in a specified
aviation security, as provided in § 191.5 containing such information constitute time range without identifying specific
of this part. sensitive security information: violations. Summaries may include total

{a}Any approved or standard security enforcement actions, total proposed
§191.5RecordsandInformatlonprotoct_ programforanaircarrier,foreignair civilpenaltyamounts,totalassessed
byothers, carrier,indirectaircarrier,orairport civilpenaltyamounts,numberofcases
(a}Eachairportoperator,aircarrier, operator,andanysecurityprogramthat opened,numberofcasesreferredby

indirectaircarrier,foreignaircarrier, relatestoUnitedStatesmailtobe CivilAviationSecuritytoFAA counsel
and personreceivinginformationunder transportedbyair{includingthatofthe forlegalenforcementaction,and
§191.3{d}ofthispart;andeach UnitedStatesPostalServiceand ofthe numberofcasesclosed.

individualemployedby,contractedto, DepartmentofDefense};and any {2}As toeventsthatoccurred12oractingforanairportoperator,air comments,instructions,or
carrier,indirectaircarrier,orforeignair implementingguidancepertaining monthsormorebeforethedateofthe
carrier;andeachpersonreceiving thereto, releaseofinformation,thespecificgate
informationunder§191.3{d)ofthis Co)SecurityDirectives,Information orotherlocationon anairportwherean
part,shallrestrictdisclosureofand Circulars,andanycomments, eventoccurredisnotreleased.
accesstosensitivesecurityinformation instructions,orimplementingguidance (3}The identityoftheFAA special
describedin§191.7[a}through{g},Cj), pertainingthereto, agentwho conductedtheinvestigation
{k),andasapplicable{l),topersons {c)Any profileusedinanysecurity orinspection.
with a need-to-know, and shall refer screening process, including for (4} Security information or data
i'equests by other persons for such persons, baggage, or cargo, developed during FAA evaluations of
information to the Administrator. (d) Any security contingency plan or the air carriers and airports and the

Co}A person has a need-to-know information and any comments, implementation of the security
sensitive security information when the instructions, or implementing guidance programs, including air carrier and
information is necessary to carry out pertaining thereto, airport inspections and screening point
FAA-approvedordirectedaviation Co)Technicalspecificationsofany testsormethodsforevaluatingsuch
securityduties;when theinformationis .deviceusedforthedetectionofany tests.

necessarytosuperviseorotherwise deadlyordangerousweapon,explosive, (i}As toreleaseofinformationbythemanagetheindividualscarryingout incendiary,ordestructivesubstance.
suchduties;toadvisetheairport {f}A descriptionof,ortechnical FAA: Informationconqerningthreats
operator,aircarrier,indirectaircarrier,specificationsof,objectsusedtotest againstcivilaviation.
or foreign air carrier regarding the screening equipment and equipment Cj}Specific details of aviation security
specific requirements of any FAA parameters, measures whether applied directly by
security related requirements; or to [g) Technical specifications of any the FAA or regulated parties. This
represent the airport operator, air security communications equipment includes, but is not limited to,
carrier, indirect air carrier, foreign air and procedures, information concerning specific
carrier, or person receiving information Co)As to release of information by the numbers of Federal Air Marshals,
under § 191.3{d) of this part, in Administrator: Any information that the deployments or missions, and the
connection with any judicial or Administrator has determined may methods involved in such operations.
administrative proceeding regarding reveal a systemic vulnerability of the {k}Any other information, the
those requirements. For some specific aviation system, or a vulnerability of disclosure of which the Administrator
information the Administrator may aviation facilities, to attack. This has prohibited under the criteria of 49
make a finding that only specific includes, but is not limited to, details of U.S.C. 40119.

persons, or classes of persons, have a inspections, investigations, and alleged {1)Any draft, proposed, or
need-to-know, violations and findings of violations recommended change to the information

{c) When sensitive security parts 107, 108, or 109, or § 129.25, and records identified in this paragraph.
information is released to unauthorized 129.26, of § 129.27 of this chapter, and
persons,anyaircarrier,airportoperator,anyinformationthatcouldleadthe IssuedillWashington,DC onMarch13,
indirect air carrier, foreign air carrier, orh disclosure of such details, as follows: 1997.
individualwithknowledgeofthe (1)As toeventsthatoccurredless BarryValentine,
release shall inform the Administrator. than 12 months before the date of the Acting Administrator.

{d}Violation of this section is grounds release of the information, the following [FRDec. 97-6948 Filed 3-20--97;8:45am]
for a civil penalty and other are not released: the name of an airport re.tins 00_ 4mo-l_,N
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DEPARTMENT OF TRANSPORTATION § 191.1 [Corrected]

Federal Aviation Administration 4. On page 13744, in the second
column, in§ 191.1(b), in the first line,

14 CFR Parts 107, 108, 109, 129, 191 "record" should be placed in quotation
marks..

[Docket No.27965;Amendement Nos. 107-
10, 108-15, 109-3, 129-26, and 191-4] BILLINGCODE1S05-01-D

RIN 2120-AF49

Sensitive Security Information

Correction

In rule document 97--6948, beginning
on page 13736 in the issue of Friday,
March 21, 1997, make the following
corrections:

1. On page 13736, in the first column,
in the SUMMARY section, in the 16th
line, "1991" should read "191".

2. On page 13742, in the third
column, under Paperwork Reduction
Act, in the third line, "not" should read
"no".

3. On page 13743, in the first column,
in the tenth line from the bottom, "fine"
should read "final".


